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FEAR ISCAS MiST

> EHlifi (Control Flow) # Trap
> RISC-V Trap & EEHSRASIFR

> RISC-V Trap L IEfiE



o ISCAS MiST

> [&%# 1] : The RISC-V Instruction Set
Manual, Volume I: Unprivileged ISA,
Document Version 20191213

> [&% 2] : The RISC-V Instruction Set Manual,
Volume lI: Privileged Architecture, Document
Version 20190608-Priv-MSU-Ratified



FEAR ISCAS MiST

> ¥E#li#E (Control Flow) 1 Trap
> RISC-V Trap & IBRERISEFER

> RISC-V Trap L IEfiE



iZ2Hlifit (Control Flow) # Trap ISCAS MiST

> 1EHiR (Control Flow)
» branch, jump l
> BEiEHR (Exceptional Control Flow, 1
imifR ECP) l
« exception
 Interrupt

> RISC-V 8 ECP %if3/3 Trap




FEAR ISCAS MiST

> $E§i (Control Flow) # Trap
> RISC-V Trap 4SRN SFE
» RISC-V Trap 2 IBHE

» RISC-V Trap {Xf3sCIR



RISC-V Trap 2 EiSRAISFES
> Machine &z, THJ CSR 5|3

Number | Privilege | Name Description
Machine Information Registers
0xF11 MRO mvendorid | Vendor ID.
0xF12 MRO marchid Architecture ID.
0xF13 MRO mimpid Implementation 1D.
0xF14 MRO mhartid Hardware thread ID.
Machine Trap Setup
0x300 MRW mstatus Machine status register.
0x301 MRW misa ISA and extensions
0x302 MRW medeleg Machine exception delegation register.
0x303 MRW mideleg Machine interrupt delegation register.
0x304 MRW mie Machine interrupt-enable register.
0x305 MRW mtvec Machine trap-handler base address.
0x306 MRW mcounteren | Machine counter enable.
Machine Trap Handling
0x340 MRW mscratch Scratch register for machine trap handlers.
0x341 MRW mepc Machine exception program counter.
0x342 MRW mcause Machine trap cause.
0x343 MRW mtval Machine bad address or instruction.
0x344 MRW mip Machine interrupt pending.
Machine Memory Protection
0x3A0 MRW pmpcfg0 Physical memory protection configuration.
0x3BF MRW pmpaddr15 | Physical memory protection address register.

[7}3% 2] Table 2.4: Currently allocated RISC-V machine-level CSR. addresses.



RISC-V Trap M IBAERAISIFSS ISCAS NiST

mtvec (Machine Trap-Vector
Base-Address)

mepc (Machine Exception
Program Counter)

mcause (Machine Cause)

mtval (Machine Trap Value)

mstatus (Machine Status)
mscratch (Machine Scratch)
mie (Machine Interrupt Enable)

mip (Machine Interrupt Pending)

EREFREFTENCIERTEZREE TR,

Y trap KA, hart & &4 trap FAXI N HIIES BHIE (pc) RIFE
mepc |,

Y trap KER, hart SIRBEIZFFHRBHAIBA] trap RERRHA
EIRTF 7 exception KAENMMINER: Zip R M FERT
R E R . SEFHITIEERESHMNESAS, NTHMERE, EMNEA
O,
FTEREZFIFZ S hart VHRIRIERS (B, SF<ANITAEREF
)

Machine R T ZHE s, HMNIUBCEXHBZE, BEUNHZSTFaH
RFEHBITE hart 135470 task B9 E T3 (context) A,
BAFi#—Fi=% FTFFFXEEF) software interrupt/timer interrupt/external
interrupt

B BRI E R & FIF0IER T,



mtvec (Machine Trap-Vector Base-Address) ISCAS MiST

MXLEN-1 21 0
BASEMXLEN-1:2] (WARL MODE (WARL)
MXLEN-2
: , Write Any Values, Reads Legal Values (WARL)
[Z2% 2] Figure 3.8: Machine trap-vect [$3%2] 2.3 CSR Field Specifications
> BASE: trap )\Dﬁiﬁlﬂﬂgtﬂmt P EInIWERFoES

» MODE: #—SRFEHAOSLRFREL: BASE—_ |- 4 FF

|

o Dlrect FRBHY exception 1 interrupt R4

PC &#BHt3E%) BASE 1gERYIILEAL.
«  Vectored: exception 2753 [E Direct; {B

interrupt B\ OMELELAZB B HEF., ;’é"—*jﬁz i 4k
Value Name Description e LIRS
0 | Direct | All exceptions set pc to BASE.
1 | Vectored | Asynchronous interrupts set pc to BASE+4 xcause.
e — Reserved
MODE = Direct

[&7% 2] Table 3.5: Encoding of mtvec MODE field.
MODE = Vectored



mepc (Machine Exception Program Counter) ISCAS NiST

MXLEN-1 0
mepc

MXLEN

[ 2] Figure 3.21: Machine exception program counter register.

> Htrap K&, pc SEEIRA mtvec igTERIMELE, [FRY
hart £i%& mepc ASPIESHE T —FIESHELE, 5
FAIFEEIRY trap BICILLRARBISARY mret 188, %8S
=18 mepc HRYERSEEI pc b (CEBLREIRER)

> TERMER trap BOIREARERAITLUER mepc BIEETIMKIE
mret IROIHBLLAEIB AT,




mcause (Machine Cause) ISCAS NiST

MXLEN-1 MXLEN-2 0
Interrupt Exception Code (WLRL)
1 MXLEN-1

[52 2] Figure 3.22: Machine Cause register mcafWINVACE ROl AR EIRVE] VSN AWIREE)
[=7%42] 2.3 CSR Field Specifications

> H trap %R, hart 1881 %SF=8 FA] trap &%
AIRE.,

> mmifd Interrupt 79 1 BI#RIR 738U trap 9 interrupt,
&= exception,

> FlIRAY Exception Code HFIRIREPAY interrupt sk&
exception HIfpE




mcause (Machine Cause)

==

Interrupt | Exception Code | Description
B 1 0 | User software interrupt
1 1 | Supervisor software interrupt
1 2 | Reserved for future standard use
1 3 | Machine software interrupt
1 4 | User timer interrupt
1 5 | Supervisor timer interrupt
[iéﬁ 1 6 | Reserved for future standand use
| 1 7 | Machine timer interrupt
1 & | User external interrupt
1 9 | Supervisor external interrupt
1 10 | Reserved for future standord use
1 11 | Machine external interrupt
1 12-15 | Reserved for future standard use
- 1 =16 | Reserved for platform use
= 0 0 | Instruction address misaligned
0 1 | Instruction access fault
0 2 [ Nlegal instruction
0 3 | Breakpoint
0 4 | Load address misalipned
0 5 | Load access fault
0 6 | Store/AMO address misaligned
0 7 | Store/AMO access fanlt
0 & | Environment call from U-mode
i 0 9 | Environment call from S-mode
% o | 0 10 | Reserved
0 11 | Environment call from M-mode
0 12 | Instruction page fault
0 13 | Load page fault
0 14 | Reserved for future standand use
1] 15 | Store/AMO page fault
0 1623 | Reserved for future standard use
0 24-31 | Reserved for custom use
0 32-47 | Reserved for future standard use
1] 48-63 | Reserved for custom use
- 1] =64 | Reserved for future standord use

[ 7}3 % 2] Table 3.6: Machine cause register (mcause) values after trap.



mtval (Machine Trap Value) ISCAS NiST

MXLEN-1
| mtval

MXLEN

[57% 2] Figure 3.23: Machine Trap Value register.

> 2 trap &Z%ER], BRT1E1d mcause BJLAZKEY exception
HI#X code {E7}, hart i&iRIHT mtval kg
exception RIE{tE B RIHANFRAIJMITHH—CRURIE.

> BISHINERHSERNEEEIENX, RISC-V HERE
EXBEHE. BREENX 7 —E17h, EWinRieilhg
RRIMIHERE. HEFRTIEXESSHNESFEE, RiR
iE [&%2] .




mstatus (Machine Status) ISCAS MiST

b0 4 Y
31 30 23 922 21 20 19 18 17
[SD| WPRI [TSR [ TW | TVM | MXR | SUM | MPRV |
1 B 1 1 1 1 1 1

16 15 14 13 i3 13 10 9
| XS[1:0] | FS[1:0] | MPP/[1:0] | WPRI | S
2 2 2 2

2] T 1 3 2 1
Reserved Writes Preserve Values, Reads Ignore Values (WPRI)
[=7%42] 2.3 CSR Field Specifications
[&% 2] Figure 3.6: Machine-mode status register (mstatus) for RV32.

» xIE (x=M/S/U) : 5IBFFIHF (1) z&FxXA (0) M/S/UEF
BI2BAET, & trap Z%/S, hart 285018 xIE i&&H 0,

> XPIE (x=M/S/U) :2 trap ZERBEFRF trap £E2Z2E08 xIE (&,

34 trap RERBFRE trap REZHIRINPRRBIE.
U‘lgﬁ U PP Level | Encoding Name Abbreviation

0 00 User/Application U
01 Supervisor S

> EfRSESRATEERER. B | 2 | o | feew |
WSS, TAERE, et

[7{5% 2] Table 1.1: RISC-V privilege levels.



FEAR ISCAS MiST

> EHlifi (Control Flow) # Trap
» RISC-V Trap R RAISFES

» RISC-V Trap & IERTE



RISC-V Trap &MEHIE




RISC-V Trap {IEHRIE




Al

Trap #9544 ISCAS Wi

code/o0s/05-traps/trap.c
void trap_init()

@

1
f{*
* set the trap-vector base-address for machine-mode
=7
w_mtvec((reg _t)trap vector);
}

code/o0s/05-traps/entry.S

trap_vector:
# save context(registers).

csrrw t6, mscratch, t6 # swap t6 and mscratch
reg _save t6

# Save the actual té6 register, which we swapped into

# mscratch

mv t5, 16 # t5 points to the context of current task
csrr t6, mscratch # read t6 back from mscratch

=l == 19 f+=CH H mmirm FE ot R Aaes bAass



RISC-V Trap {IEHRIE




Trap &%, Hart BT FIASEEE ISCAS MiST

>

>

>
>

i@ mstatus 9 MIE (BEEF1Z] MPIE 1, ;5% mstatus A9 MIE &5
IL»LL, ﬂitE:F ﬁﬁ?&*"‘ﬂ:

iZE mepc , [ARS PC #igEN mtvec, (FEETEH=ER, WF
exception mepc IERSHEEANES; XWF interrupt, BIEMEE
FRETAYES EI'J'F—“? SR, )

| nnnnnnnnnnn | Instruction O | | Instruction 0 | |
I Instruction 1 | | Instruction 1 I | Instruction 1 | | |
:> Instruction 2 | Instruction 2 I |:> Instruction 2 | |
[ nstruct i | Instruction 3 | | nstruction 3 \l |
¥ i ¥ ;
° °
° °
| Instruction N I nnnnnnnnnnn |

Exception Interrupt

tRIE trap BOFR3SIZE mcause, FHEIEEE mtval iIEMIINEE.
1§ trap 224 ZBIBIBRISVRTZEIE mstatus A9 MPP t=kdh, BiE
hart PERIRIVENA M (B2 TISTE(E( Level TfilA& trap,
hart 556t]J#iZ] Machine &) .




RISC-V Trap {IEHRIE

=X




trap handler: JRFFEMAVETR ISCAS NiST

code/o0s/05-traps/entry.S

> 1%7_ (Save) %Hu; *J;'Itbﬂg trap_vec;c,:;ve context(registers).
iTI{EIVUL (*u‘¥ mscratch) :,:;i:ravet:é mscratch, té6 # swap t6 and mscratch

# Save the actual t6 register, which we swapped into

> iﬁl% C iE%-Hg trap handler # mscratch

mv ES, EE # t5 points to the context of current task
csrr t6, mscratch # read t6 back from mscratch

> M trap handler gZHR[0], S i f(is) K seue e wath T8 as base
mepc M‘Eﬁjﬁgﬁﬁﬁgiﬁg isiEStor:s:::tiiTt::t pointer into mscratch
# call the C trap handler in trap.c
> &S (restore) ETXHIF i fsel

call trap_handler

o5y
# trap_handler will return the return address via a@.
csrw mepc, ae

> {7 MRET 1§$iR[0)E trap |
e . # restore context(registers).
ZHUE@]%:’G&, csrr t6, mscratch

reg _restore té6

# return to whatever we were doing before trap.
mret



RISC-V Trap {IEHRIE

=X




1B trap : RiIZRAHE MRET 18§$ ISCAS MiST

31 20 19 1514 2N 76 0
funct12 rsl funct3 rd opcode
12 5 3 5 7
MRET/SRET/URET 0 PRIV 0 SYSTEM

[&7% 2] 3.2.2 Trap-Return Instructions

> FIXIAENERS TIEEL trap BZBERIREIES
XRET (x = M/S/U)

> PATE M ISV TFHET mret 3887361, SRITUINITRE:

- HAay Hart BABPPRZ%I = mstatus.MPP; mstatus.MPP
= U (402 hart £A3Z#F U M3 M)

« mstatus.MIE = mstatus.MPIE: mstatus.MPIE = 1
*  pC = mepc
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